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Purpose of this advice and template    
Principle 2 of the surveillance camera code of practice1 states that the use of a surveillance camera 
system must take into account the effect on individuals and their privacy, with regular reviews to 
ensure its use remains justified. The best way to ensure this is by carrying out a data protection impact 
assessment (DPIA) before any surveillance camera system is installed, whenever a new technology or 
functionality is being added on to an existing system, or whenever there are plans to process more 
sensitive data or capture images from a different location. This will assist in assessing and mitigating 
any privacy issues linked to the use of a surveillance system.    
    
A DPIA is one of the ways that a data controller can check and demonstrate that their processing of 
personal data is compliant with the General Data Protection Regulation (GDPR)2 and the Data 
Protection Act (DPA) 2018. There are statutory requirements to carry out a DPIA in Section 64 DPA 
2018 and article 35 of the GDPR.    
    
The Information Commissioner has responsibility for regulating and enforcing data protection law, and 
has published detailed general guidance on how to approach your data protection impact 
assessment. In many cases under data protection law, a DPIA is a mandatory requirement. The 
Surveillance Camera Commissioner (SCC) and the Information Commissioner’s Office (ICO) has 
worked together on this advice, which is tailored to the processing of personal data by surveillance 
camera systems.    
    
Suggested steps involved in carrying out a DPIA are shown in Appendix One.    
    
A further benefit of carrying out a DPIA using this template is that it will help to address statutory 
requirements under the Human Rights Act 1998 (HRA). Section 6(1) HRA provides that it is unlawful 
for a public authority to act in a way which is contrary to the rights guaranteed by the European 
Convention on Human Rights (ECHR). Therefore, in addition to the above, as a public body or any 
other body that performs public functions you must make sure that your system complies with HRA 
requirements. Whilst the particular human rights concerns associated with surveillance tend to be 
those arising from Article 8 which sets out a right to respect for privacy, surveillance does also have the 
potential to interfere with rights granted under other Articles of the ECHR such as conscience and 
religion (Article 9), expression (Article 10) or association (Article 11).    
    
If you identify a high risk to privacy that you cannot mitigate adequately, data protection law requires 
that you must consult the ICO before starting to process personal data. Use of any surveillance 
camera system with biometric capabilities, such as Automated Facial Recognition technology, is 
always likely to result in a high risk to the rights and freedoms of individuals and therefore a DPIA 
must always be carried out in respect of those systems before you process any personal data. There 
is a risk matrix at Appendix Two that can help you to identify these risks.    
    

Who is this template for?    
To complement the ICO’s detailed general guidance for DPIAs, the SCC has worked with the ICO to 
prepare this template specifically for those organisations in England and Wales that must have regard 
to the Surveillance Camera Code of Practice under Section 33(5) of the Protection of Freedoms Act 

 
1 Surveillance Camera Code of Practice issued by the Home Secretary in June 2013 under Section 30(1)(a) Protection of Freedoms 
Act 2012    
2 Regulation (EU) 2016/679 of the European Parliament and European Council, also known as the General Data Protection 
Regulation, was transposed into UK law through the Data Protection Act 2018. Any processing of personal data by competent 
authorities for the prevention, investigation, detection or prosecution of criminal offences is regulated under Part 3 of the Data    

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-impact-assessments/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-impact-assessments/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-impact-assessments/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-impact-assessments/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-impact-assessments/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-impact-assessments/
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2012. This template helps such organisations to address their data protection and human rights 
obligations in the specific context of operating surveillance cameras.    

  
    

   
This surveillance camera specific DPIA is also intended to be of value to the wider community of 
public authorities and any other bodies, whether public or private, who perform public functions. This 
secondary    
    
    
Protection Act 2018 which transposes Directive (EU) 2016/680, also known as the Law Enforcement Directive, into UK law.     
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audience is subject to the same legal obligations under data protection and human rights legislation and 
is encouraged by the SCC to follow guidance in the Surveillance Camera Code of Practice on a 
voluntary basis.    
    

When should you carry out the DPIA process for a surveillance 
camera system?    

• Before any system is installed.    
• Whenever a new technology or functionality is being added on to an existing system.    
• Whenever there are plans to process more sensitive data or capture images from a different location.    

    
In deciding whether to carry out a DPIA and its scope, consideration must be given to the nature and 
scope of the surveillance camera activities and their potential to interfere with the privacy rights of 
individuals.    
    
You must carry out a DPIA for any processing of surveillance camera data that is likely to result in a  
high risk to individual privacy. The GDPR states that a DPIA “shall in particular be required in the 
case of    
……. systematic monitoring of publicly accessible places on a large scale” (Article 35).    
    
Furthermore, as a controller in relation to the processing of personal data, you must seek the advice 
of a designated Data Protection Officer when carrying out a DPIA.    
    

To assess the level of risk, you must consider both the likelihood and the severity of any impact on 
individuals. High risk could result from either a high probability of some harm, or a lower possibility of 
serious harm. It is important to embed DPIAs into your organisational processes such as project 
planning and other management and review activities and ensure the outcome can influence your 
plans. A DPIA is not a one-off exercise, and you should see it as an ongoing process, and regularly 
review it.    
    
As part of an ongoing process, your DPIA should be updated whenever you review your surveillance 
camera systems, it is good practice to do so at least annually, and whenever you are considering 
introducing new technology or functionality connected to them.    
    
The situations when a DPIA should be carried out, include the following:    

• When you are introducing a new surveillance camera system.    
• If you are considering introducing new or additional technology that may affect privacy (e.g. automatic 

facial recognition, automatic number plate recognition (ANPR), audio recording, body worn cameras, 
unmanned aerial vehicles (drones), megapixel or multi sensor very high-resolution cameras).    

• When you are changing the location or field of view of a camera or other such change that may raise 
privacy concerns.    

• When you are reviewing your system to ensure that it is still justified. Both the Surveillance Camera 
Code of Practice and the ICO recommend that you review your system annually.    

• If your system involves any form of cross referencing to other collections of personal information.    
• If your system involves more than one company or agency undertaking activities either on your behalf 

or in their own right.    

• When you change the way in which the recorded images and information is handled, used or disclosed.    

• When you increase the area captured by your surveillance camera system.    
• When you change or add an end user or recipient for the recorded information or information derived 

from it.    
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If you decide that a DPIA is not necessary for your surveillance camera system, then you must record 
your decision together with the supporting rationale for your decision.          
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Description of proposed surveillance camera system    
    

Provide an overview of the proposed surveillance camera system    
This should include the following information:    

• An outline of the problem(s) the surveillance camera system is trying to resolve.    
• Why a surveillance camera system is considered to be part of the most effective solution.    
• How the surveillance camera system will be used to address the problem (identified above).    
• How success will be measured (i.e. evaluation: reduction in crime, reduction of fear, increased 

detection etc).    
    
In addition, consideration must be given to the lawful basis for surveillance, the necessity of mitigating 
the problem, the proportionality of any solution, and the governance and accountability arrangements 
for any surveillance camera system and the data it processes.    
    
The following questions must be considered as part of a DPIA:    

• Do you have a lawful basis for any surveillance activity?    
• Is the surveillance activity necessary to address a pressing need, for example: public safety; the 

prevention, investigation, detection or prosecution of criminal offences; or, national security?    

• Is surveillance proportionate to the problem that it is designed to mitigate?    
    
If the answer to any of these questions is no, then the use of surveillance cameras is not 
appropriate.    

    
Otherwise please proceed to complete the template below, where your initial answers to these 
questions can also be recorded.    

DATA PROTECTION IMPACT ASSESSMENT TEMPLATE    
Statutory requirements in Section 64 DPA 2018 and article 35 of the GDPR are that your DPIA must:    

• describe the nature, scope, context and purposes of the processing;    
• assess necessity, proportionality and compliance measures;    
• identify and assess risks to individuals; and    
• identify any additional measures to mitigate those risks.    

    
Statutory requirements in Sections 69-71 DPA 2018 and articles 37-39 of the GDPR are that if you 
are a public authority, or if you carry out certain types of processing activities, you must designate a 
Data Protection Officer (DPO) and always seek their advice when carrying out a DPIA. The ICO 
provides guidance on the requirement to appoint a DPO. If you decide that you don’t need to appoint 
a DPO you should record your decision and your supporting rationale. In the performance of their role, 
a DPO must report to the highest management level within the controller.    
    
These statutory requirements indicate that a DPIA should be reviewed and signed off at the highest 
level of governance within an organisation.    
    
To help you follow these requirements this template comprises two parts.    
Level One considers the general details of the surveillance camera system and supporting business 
processes, including any use of integrated surveillance technologies such as automatic facial 
recognition. It is supported by Appendix Three which helps to capture detail when describing the 
information flows. The SCC’s Passport to Compliance provides detailed guidance on identifying your 
lawful basis for surveillance, approach to consultation, transparency and so on.    

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-officers/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-officers/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-officers/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-officers/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-officers/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-officers/
https://www.gov.uk/government/publications/passport-to-compliance
https://www.gov.uk/government/publications/passport-to-compliance
https://www.gov.uk/government/publications/passport-to-compliance
https://www.gov.uk/government/publications/passport-to-compliance
https://www.gov.uk/government/publications/passport-to-compliance
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Level Two considers the specific implications for the installation and use of each camera and the 
functionality of the system.    

Template – Level One    
Location of surveillance camera system being assessed:    

Runnymede Borough Council – Safer Runnymede CCTV Scheme 2020    

Date of assessment    
    

Review date    
    

Name of person responsible    
    

Name of Data Protection Officer   
    
    
GDPR and Data Protection Act 2018 and Surveillance Camera Code of Practice    
    
1. What are the problems that you need to address in defining your purpose for using the 
surveillance camera system? Evidence should be provided which includes relevant available 
information, such as crime statistics for the previous 12 months, the type, location, times and numbers 
of crime offences, housing issues relevant at the time, community issues relevant at the time and any 
environment issues relevant at the time.    

The role of the Safer Runnymede CCTV scheme is to support and assist in the detection and prevention 
of crime and anti-social behaviour by acting either as an overt deterrent or where crime is committed, in 
providing video evidence to support prosecutions.     
    
To deter crime, to improve public safety and enhance the general public perception of safety in this area. 
To assist in the prevention and reduction of crime, public disorder and anti-social behaviour in public 
places. To assist the tracking and apprehension of people who are suspected of either having committed 
a criminal offence or attempted to do so. To assist in the identification of victims & any witnesses of 
criminal behaviour. To promote the objectives of the Runnymede Community Safety Partnership and to 
assist the council in its enforcement and any regulatory functions.    
    
    
2. Can surveillance camera technology realistically mitigate the risks attached to those 
problems? State why the use of surveillance cameras can mitigate the risks in practice, including 
evidence to justify why that would be likely to be the case.    

The capture of video evidence of criminal behaviour in public spaces is a well-established and 
evidentially effective one. CCTV within the public realm, used proportionately and lawfully is a tool 
which is used to gather primary and supportive evidence for agencies who have a statutory duty to 
investigate and prosecute crime and disorder.     
CCTV camera systems can be used effectively to detect and deter crime and ASB. It is also used to 
assist with public events for public safety.    

    
3. What other less privacy-intrusive solutions such as improved lighting have been   
considered?     

July 2022    

June 2023    

Les Bygrave    

 Natalie Lacey    
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There is a need to consider other options prior to any decision to use surveillance camera systems.   
For example, could better lighting or improved physical security measures adequately mitigate the  risk? 
Does the camera operation need to be 24/7? Where these types of restrictions have been considered, 
provide your reasons for not relying on them and opting to use surveillance cameras as specified.    

    

    
A range of alternative solutions are always considered including the use of additional council staff 
resources such as Neighbourhood Enforcement teams, Community Safety Officers & housing officers 
together with investigating improvements to street lighting.  The use of manned guarding and mobile 
Enforcement Wardens are all considered prior to the use of active CCTV surveillance systems.    

    
4. What is the lawful basis for using the surveillance camera system? State which lawful basis 
for processing set out in Article 6 of the GDPR or under Part 3 of DPA 2018 applies when you process 
the personal data that will be captured through your surveillance camera system.    

    
    

GDPR Article 6(1)(e): Processing is necessary for the performance of a task carried out in the public 
interest, or in the exercise of official authority vested in the data controller.    

    
    

5. Can you describe the information flows? State how data will be captured, whether it will include 
audio data, the form of transmission, if there is live monitoring or whether data will be recorded, 
whether any integrated surveillance technologies such as automatic facial recognition is used, if there 
is auto deletion after the retention period, written procedures for retention in line with stated purpose, 
written procedures for sharing data with an approved third party, record keeping requirements, cyber 
security arrangements and what induction and ongoing training is provided to operating staff. Specific 
template questions to assist in this description are included in Appendix Three.    

    

CCTV Image Data (audio is not captured) is transmitted electronically by various secure means from 
the CCTV camera to a purpose-built CCTV Centre which is manned 24x7/365. This data is recorded 
and stored in video format within a secure server room. Access is restricted to authorised staff only.     
    
Received video images are delivered from the recording devices (cameras) to the staff monitoring them 
within the secure CCTV Centre. The retention period of captured video data is 31 days after which time 
the data is automatically deleted from the system without the need for manual intervention unless the 
data is requested by an authorised person in pursuance of a criminal or civil investigation. If this is the 
case, the data will be copied form the system and an evidence pack created.    
    
Detailed procedures and policies exist within the Council to ensure that the recorded data is handled, 
used and deleted in the most appropriate and lawful manner. All CCTV staff have received relevant 
training in legislation, procedures and the effective use of the system. These staff are qualified to BTeC 
standards, and refreshers are regularly undertaken.     
    
Staff are subject to vetting by Sussex/Surrey Police to NPPV2 level.     
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6. What are the views of those who will be under surveillance? Please outline the main comments 
from the public resulting from your consultation – as part of a DPIA, the data controller should seek 
the views of those subjects who are likely to come under surveillance or their representatives on the 
proposition, without prejudice to the protection of commercial or public interests or the security of 
processing operations. This can often be achieved by existing local consultation mechanisms such as 
local area committees or safer neighbourhood team meetings; but, if necessary depending on the 
privacy intrusion of the surveillance in question, other methods could be considered such as face to 
face interviews, online surveys, questionnaires being sent to residents/businesses and addressing 
focus groups, crime & disorder partnerships and community forums. The Data Protection Officer may 
be able to offer advice on how to carry out consultation.    

    

    
The views and support of the public are an important factor when using CCTV. Communities in 
Runnymede are very supportive of our activities.     
    
The CCTV scheme is accountable to two Local Authority Committees and the CCTV manager regularly 
presents strategic updates and a further Annual Report for consideration.    

         
    

7 . What are the benefits to be gained from using surveillance cameras?     
Give specific reasons why this is necessary compared to other alternatives. Consider if there is a 
specific need to prevent/detect crime in the area. Consider if there would be a need to reduce the fear 
of crime in the area and be prepared to evaluate.    
The Safer Runnymede Town Centre CCTV system was originally installed in the 1997.    
Unfortunately, no records of any public consultation from that time are available for us to consider, nor 
can we verify if public consultation took place.    
    
Our CCTV systems and operations are being assessed on the basis of current public expectations 
and/or requests for additional camera(s) to be installed.     
    
All future requests for CCTV will undergo a DPIA and public consultation.    
    

    

8 What are the privacy risks arising from this surveillance camera system? State the main privacy 
risks relating to this particular system. For example, who is being recorded; will it only be subjects of 
interests? How long will recordings be retained? Will they be shared? What are the expectations of 
those under surveillance and impact on their behaviour, level of intrusion into their lives, effects on 
privacy if safeguards are not effective? What is your assessment of both the likelihood and the 
severity of any impact on individuals?    

    

Runnymede CCTV video evidence is used effectively for criminal and civil investigations whilst at all 
times observing the respect for the right to privacy.     
    
All of our systems are installed, maintained and operated professionally, providing high quality primary 
and secondary video evidence for investigators to use.    
    
We will only share CCTV evidence with bona-fide individuals/organisations and only when those who 
have a legitimate need for data have demonstrated that they will process data in a proportionate and 
appropriate manner.    
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9 Have any data protection by design and default features been adopted to reduce privacy 
intrusion? Could any features be introduced as enhancements? State the privacy enhancing 
techniques and other features that have been identified, considered and accepted or rejected. For 
example, has consideration been given to the use of technical measures to limit the acquisition of 
images, such as privacy masking on cameras that overlook residential properties? If these have not 
been adopted, provide a reason.    

Where appropriate and where the operational need allows, we do employ the use of Privacy Zones 
(masking).     
    
We will actively engage with any resident/business where either has expressed a privacy concern.    
    
It must be stressed however, that Runnymede CCTV assets are only operated by professionally 
trained, skilled and qualified (in-house) CCTV Operators. The cameras are generally focused on 
public circulation and “hotspot” areas only. Frequent audits of all CCTV Operators’ activity are 
undertaken to ensure compliance with our policy on this and staff also monitor each other’s recorded 
camera activity.    
10 What organisations will be using the surveillance camera images, and where is the 

controller responsibility under the GDPR and Data Protection Act 2018? List the 
organisation(s) that will use the data derived from the camera system and identify their 
responsibilities, giving the name of the data controller(s) and any data processors. Specify any data 
sharing agreements you have with these organisations.    

    
Runnymede Borough Council has a dedicated Data Protection Officer and a Director nominated 
and responsible for the role of Senior Responsible Officer (Corporate Head of Law and 
Governance). The SCC has been made aware of these individuals.    
    
Other data processors include:    
    

 The signatories to the Surrey Police Data Sharing Agreement     
 Those authorised to carry out investigations (Trading Standards, Environmental 

Health. Corporate Fraud) etc.    
 Statutory authorities responsible for prosecutions    

Data subjects    

    
11 Do the images need to be able to recognise or identify individuals, or could the purpose be 

met using images in which individuals cannot be identified? Explain why images that can 
recognise or identify people are necessary in practice. For example, cameras deployed for the 
purpose of ensuring traffic flows freely in a town centre may not need to be capable of capturing 
images of identifiable individuals, whereas cameras justified on the basis of dealing with problems 
reflected in assessments showing the current crime hotspots may need to capture images in which 
individuals can be identified.    

    

For the purposes of the detection of crime or any ASB, all recorded images should be capable of 
identifying individuals who may be suspects, or victims or witnesses of a criminal offence.    
    
Identifying factors required for evidential purposes would include location, stature, IC code, clothing 
and/or distinctive features or items being carried together with any vehicle make, model, type, colour 
together with any visible vehicle registration number.    
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For public safety monitoring purposes of CCTV, the majority of recorded images would be of sufficient 
quality as to be admissible in relation to personal data where the CCTV camera was being used by 
an Operator to monitor an incident in real time or prior to or immediately after a specific event.    
    
12 How will you inform people that they are under surveillance and respond to any Subject 

Access Requests, the exercise of any other rights of data subjects, complaints or requests 
for information? State what privacy notices will be made available and your approach to making 
more detailed information available about your surveillance camera system and the images it 
processes.    

    
In addition, you must have procedures in place to respond to requests for camera footage in which a 
subject appears, and to respond to any other request to meet data protection rights and obligations.    
Runnymede Borough Council (RBC) use their own specific and ICO approved CCTV signage which 
is displayed at each CCTV camera site.    
    
Access Requests and any CCTV related complaints are detailed on the Council's website and are 
available from the CCTV Centre manager or from the RBC Corporate Complaints team.    
    
RBC website shows the locations of all our CCTV cameras, along with information on how to request 
data.    

13 How will you know if the particular camera system/hardware/software/firmware being 
considered does deliver the desired benefits now and in the future? It is good practice to 
review the continued use of your system on a regular basis, at least annually, to ensure it remains 
necessary, proportionate and effective in meeting its stated purpose. State how the system will 
continue to meet current and future needs, including your review policy and how you will ensure that 
your system and procedures are up to date in mitigating the risks linked to the problem.    

    

The Council’s CCTV Policy requires any Council officer or official seeking to use CCTV to first consult 
with the CCTV SPOC (CCTV Centre Manager) beforehand. This approach delivers consistency of 
approach and good governance. The policy is available on the public website.    
    
All cameras are subject to daily operational and functional testing. Faults are immediately flagged to 
our system maintainer. Each camera is subject to a repair and maintenance regime during the year 
plus when required when an operational deficiency is identified    
    
A review and operational assessment takes place annually, during which an assessment of 
operational effectiveness and continued need is demonstrated. See our Camera Usage 2019 report 
for more info.    

    
14. What future demands may arise for wider use of images and how will these be addressed? 
Consider whether it is possible that the images from the surveillance camera system will be 
processed for any other purpose or with additional technical factors (e.g. face identification, traffic 
monitoring or enforcement, automatic number plate recognition, body worn cameras) in future and 
how such possibilities will be addressed. Will the camera system have a future dual function or dual 
purpose?    
    

Runnymede Borough Council does not use Automatic Facial Recognition.     
    
Surrey Police provided ANPR is used to activate alerts in the Control Room and staff use that data to 
monitor movements of vehicles involved in crime.    
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15. Have you considered the extent to which your surveillance camera system may interfere 
with the rights and freedoms conferred under the European Convention on Human Rights?    
When we consider data protection, our focus tends to be upon the potential to interfere with the 
Article 8 right to respect for private and family life. Surveillance undertaken in accordance with the 
law could, however, interfere with other rights and freedoms such as those of conscience and religion 
(Article 9), expression (Article 10) or association (Article 11). Summarise your assessment of the 
extent to which you might interfere with ECHR rights and freedoms, and what measures you need to 
take to ensure that any interference is necessary and proportionate.    
Runnymede CCTV cameras are installed within the public realm including in shopping, rest, 
recreation, play areas & parks and signage is present at all of these locations.     
    
We remain aware of the need to be ever more protective of the public’s right to privacy and consider 
that in all that we do; especially when is sensitive family areas such as in parks.    
    
The use of our CCTV in such areas is still considered as proportionate and does not contravene 
Articles (8), (9), (10) or (11) of the ECHR.    

16.   Do any of these measures discriminate against any particular sections of the 
community? Article 14 of the ECHR prohibits discrimination with respect to rights under the 
Convention. Detail whether the proposed surveillance will have a potential discriminatory or 
disproportionate impact on a section of the community. For example, establishing a surveillance 
camera system in an area with a high density of one particular religious or ethnic group.    

    
The operation and management of the CCTV system does not intentionally discriminate against anyone 
or any specific part of our community or on the grounds of gender, ethnicity, age, ability, religious belief, 
sexual orientation.    

             
Template Level Two    

This Level 2 template is designed to give organisations a simple and easy to use format for recording 
camera locations, other hardware, software and firmware on their surveillance camera system, and 
demonstrating an assessment of risk to privacy across their system and the steps taken to mitigate 
that risk.    
    
Principle 2 - The use of a surveillance camera system must take into account its effect on 
individuals and their privacy, with regular reviews to ensure its use remains justified.    
    
When looking at the obligation under the code a risk assessment methodology has been developed 
to help organisations identify any privacy risks to individual or specific group of individuals (e.g.   
children, vulnerable people), compliance risks, reputational risks to the organisation and  
noncompliance with the Protection of Freedoms Act 2012 and/or the Data Protection Act 2018.    
    
A system that consists of static cameras in a residential housing block will generally present a lower 
risk than a system that has multiple High Definition Pan Tilt and Zoom (PTZ) cameras. However, the 
DPIA should help identify any cameras (irrespective of the type) that may be directed at a more 
vulnerable area (e.g. a children’s play area) and thus presenting a higher privacy risk. This approach 
allows the organisation to document a generic and methodical approach to any intrusion into privacy, 
catalogue your cameras by type and location, and finally identify any cameras that present specific 
privacy risks and document the mitigation you have taken. It also allows you to consider the risks 
associated with any integrated surveillance technology such as automatic facial recognition systems, 
along with security measures against cyber disruption of your system,    
    



 Les Bygrave - Runnymede Borough Council – CCTV Service - Data Protection Impact Assessment     14/08/2023 

As an organisation that operates a surveillance camera system you will also be the controller of the 
personal data captured by its cameras. Under DPA 2018 (Sections 69-71), a data controller is under 
a legal obligation to designate and resource a data protection officer and to seek their advice when 
carrying out a DPIA.    
    
An example of a risk assessment matrix is shown in Appendix Two.    
    
When undertaking a DPIA, it is essential to be able to confirm where the organisation’s cameras are 
sited. It is good practice for all organisations to maintain an asset register for all of their hardware 
(including cameras), software and firmware. This allows the system operator to record each site and 
system component in a manner to lead into the level two process.    
    
If any new site or installation sits outside of the pre-defined fields, or additional integrated surveillance 
technologies are added, then new categories can be added as required    
    
Overall step one and step two will cover the uses of hardware, software and firmware of the system. 
However, it may be contrary to the purpose of your surveillance camera system to publically list or 
categorise each individual asset.    

Template – Level Two    
    
Step 1 (definition of hardware, software and firmware including camera types utilised)    
    
Cameras Specification: System operator owner should include below all camera types and system 
capabilities (e.g. static, PTZ, panoramic, ANPR) and their likely application and expected use. This 
will differ by organisation but should be able to reflect a change in camera ability or system 
functionality due to upgrade.    

      
ID  Camera Types     Amount  Description      Justification and expected 

use    

1    
2    

3    
4    

5    

6    
7    

8    

9    
10  

AutoDome IP Starlight 5000i                  

AutoDome IP4000 HD                               

FlexiDome IP Panoramic 7000 MP 360     

AutoDome IP Starlight 7000 HD     

MIC IP Starlight 7000 HD    

FLEXIDOME IP outdoor 5000 IR     

FlexiDome IP Micro 2000 HD    

FlexiDome IP Micro 5000 HD     

FLEXIDOME IP starlight 7000 VR    
  
 FlexiDome IP 4000i    

80    

15    

90    

10    

20    

20    

40    

40    

25    
5    

Pan, tilt and zoom function 
(PTZ).     
Zoom lenses, capable of 
long-distance monitoring.    
    
HD static CCTV single-view 
camera     
    
HD panoramic 360-degree  
view CCTV camera     
    

CCTV monitoring of -     
• Public spaces    
• Public car parks  •  

 Independent retirement living 
accommodation    

• Council owned residential 
properties     

• Council owned amenities    
    
Cameras were installed for the 
prevention and detection of crime 
& disorder, for public safety, 
property security and the 
protection of staff and assets and 
all other permitted uses under DPA 
registration.    

11   Analogue    150          
12   AutoDome IP Starlight 5000i                  79          

    
Step 2 (location assessment)    
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Location: Each system operator/owner should list and categorise the different areas covered by 
surveillance on their system. This list should use the specifications above which ID (types) are used 
at each specific location.    

    
CAT  Location Type    Camera Type Used    Number  Recording Monitoring Assessment of use of equipment    

(mitigations or justifications)    

1-12    Public Space    Multiple camera types used 
at all locations    

152    24hrs    24hrs        
    Car Parks    47    24hrs    24hrs        
    Private Housing (RBC owned)    

    
10    24hrs    24hrs        

    Independent retirement Housing  59    24hrs    24hrs        

    Redeployable CCTV    6    Local     24hrs        
    Other Council    58    2424hrshrs   24hrs        

Step 3 (Cameras or functionality where additional mitigation required)    
    

Asset register: It is considered to be good practice for all organisations to maintain an asset register for 
all of the components which make up their system. This allows the system owner to record each site and 
equipment installed therein categorised in a manner to lead into the level two process.    
    
Please document here any additional mitigation taken on a camera or system to ensure that privacy is 
in line with the ECHR requirements.    
                  

 
    
Step 4 (Mitigation for specific cameras and any integrated surveillance functionality that have high privacy 
risks)    
    
Where there is a very high risk to privacy you may wish to conduct an extensive DPIA of specific 
installations or functionality and have it fully documented. Where you are unable to mitigate the risk 
adequately you must refer your DPIA to the ICO for review.    
    
DPIA for specific installations or functionality    
    
Camera number    

    

Camera location    
    

All cameras    

All Areas    

  

All public 
space 
CCTV 
assets  

  
number   

        
Reviewed   

        Camera    
type   

        
Location    
category   

        
Further mitigation/ comments (optional)   

        

                                         Annually  All public 
space  
CCTV 
assets  

All public 
space assets  

Any report form Business/Residents concerning privacy 
issue/comment are investigated and answered directly to enquirer. 



 Les Bygrave - Runnymede Borough Council – CCTV Service - Data Protection Impact Assessment     14/08/2023 

    

  
Measures approved by:    
Integrate actions back into project plan, with date and responsibility for completion: 
 
Name    
 
 
Date    
 
 
    
Residual risks approved by:    
If you identify a high risk that you cannot mitigate adequately, you must consult the ICO before 
starting to capture and process images    

Name    
    

Date    
    
DPO advice provided:    
DPO should advise on compliance and whether processing can proceed Name    

Date    
    
 

  11/08/2023    

A112 Privacy concern from 
resident (June 2021) 

Digital privacy zone 
installed  

Risk removed 

Les Bygrave  

13 June 2021 
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Consultation responses reviewed by:   

 

If your decision departs from individuals’ views, you must explain your reasons Name    
The DPO should also review ongoing compliance with DPIA Name  Date    
 
 

   
 
 CCTV & Careline Centre Manager -  L Bygrave  08/07/2022    

 
  

Summary of DPO advice     
          

      
DPO advice accepted or overruled by:  Advice accepted. 
you must explain your reasons Name     

      

      

Date       

        

Comments       
        
                

  
This DPIA will kept under review by:      

    

      

Date       
        
Comments       

CCTV signage should be placed in a prominent position at camera 
locations. Where privacy concerns are raised these need to be 
documented and mitigating actions considered i.e. privacy zones. A 
DPIA is required whenever CCTV is considered for a new location. 
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APPENDIX ONE:  
STEPS IN CARRYING OUT A DPIA    
    
    
      

    

   

APPENDIX TWO: DATA PROTECTION RISK ASSESSMENT 
MATRIX    
Scoring could be used to highlight the risk factor associated with each site or functionality if done 
utilising the risk matrix example shown below.     
Matrix Example:    
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Be aware that use of any surveillance camera system with biometric capabilities, such as Automated  
Facial Recognition technology, is always likely to result in a high risk to the rights and freedoms of 
individuals and therefore a DPIA must always be carried out in respect of those systems before you 
process any personal data.    

    

APPENDIX THREE: LEVEL 1 DESCRIBE THE INFORMATION FLOWS    
Optional questions to help describe the collection, use and deletion of personal data.    
    
It may also be useful to refer to a flow diagram or another way of explaining data flows.    

    
5.1 How is information collected?    
    

  
    

        5.2 Does the system’s technology enable recording?    
    

     Yes     No    
    

Please state where the recording will be undertaken (no need to stipulate address just Local Authority 
CCTV Control room or on-site would suffice for stand-alone camera or BWV), and whether it also 
enables audio recording.    

    

Audio is not recorded.    
    
All images are recorded in a secure environment at Safer Runnymede Control Centre.    
    
Is the recording and associated equipment secure and restricted to authorised person(s)? (Please 
specify, e.g. in secure control room accessed restricted to authorised personnel)    

    
Yes. Operators connect into the remote sites via secure system links/credentials.  All CCTV 
recording equipment is located within our secure CCTV server room.    

    
5.3 What type of transmission is used for the installation subject of this PIA (tick multiple options if 
necessary)    
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       Fibre optic     Wireless (please specify below)    

                    Hard wired (apart from fibre optic)       Broadband please specify    
    
    
    

    
    
CCTV Cameras are connected either using the following methods -  •   

 wireless    
• fibre    
• private fibre    
• internet     
• Mobile network    

    
Several Council owned sites record images locally using secured remote systems and the Operators 
then connect into the remote sites using secure credentials to replay recorded images.     
    

5.4 What security features are there to protect transmission data e.g. encryption (please specify)    
    

The entire central system network within the secure CCTV Centre server room is protected by a 
professionally managed firewall and managed ethernet switches.     

    
5.5 Where will the information be collected from?    

    
  Public places (please specify)          Car parks    

  Buildings/premises (external)       Buildings/premises (internal public areas)  
(please  specify)    

    

    
Public open space     
Runnymede owned Car Park    
Runnymede owned private accommodation    
    

    
      Other (please specify)    

    
N/A    

5.6 From whom/what is the information collected?    
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     General public in monitored areas (general observation)   Vehicles     
    Target individuals or activities (suspicious persons/incidents) Visitors     
    Other (please specify)    

    
Anyone in the area    

       

5.7 What measures are in place to mitigate the risk of cyber-attacks which interrupt service or lead 
to the unauthorised disclosure of images and information?    

    

The entire central system network within the secure CCTV Centre server room is protected by a 
professionally managed firewall and managed ethernet switches.     
    

5.8 How is the information used? (tick multiple options if necessary)    
    

 Monitored in real time to detect and respond to unlawful activities     

 Monitored in real time to track suspicious persons/activity    
 Compared with reference data of persons of interest through Automatic Facial Recognition       

software    
 Compared with reference data for vehicles of interest through Automatic Number Plate Recognition 

software    
 Used to search for vulnerable persons    

 Used to search for wanted persons    
 Recorded data disclosed to authorised agencies to support post incident investigation by, 
including law enforcement agencies    

 Recorded data disclosed to authorised agencies to provide intelligence     

 Other (please specify)    

        
On occasion, where a duly authorised Direct Surveillance Request is received (under RIPA/Charter) our 
system is also used by police forces.    

    
    
    
5.9 How long is footage stored? (please state retention period)    
    

31 days then automatically deleted    

    
5.10 Retention Procedure    
    
Footage automatically deleted after retention period System operator required to initiate deletion    
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Under certain circumstances authorised persons may override the retention period e.g. retained for 
prosecution agency (please explain your procedure)    
When a request to protect video evidence from deletion is received from an authorised agency, it is 
copied to an Evidence Locker (secure hard disk folder) for safe keeping until either seized or deleted 
manually    

    
5.11 With which external agencies/bodies is the information/footage shared?    
    

   Statutory prosecution agencies      Local Government agencies      

  Judicial system     Legal representatives    
   Data subjects   Other (please specify)    

Video image data can be shared with any authorised person/s, see RBC policy for more information     
5.12 How is the information disclosed to the authorised agencies    
    

  Only by onsite visiting    
  Copies of the footage released to those mentioned above (please specify below how released 
e.g. sent by post, courier, etc)     

     Offsite from remote server Other (please specify)    
    
Where evidence is required for civil purposes (such as an insurance claim following a vehicle 
collision) we are prepared to release it to the insurers.     

  It is dispatched on a DVD using Royal Mail Special Delivery (recorded and signed for)        
    

5.13 Is there a written policy specifying the following? (tick multiple boxes if applicable)    
    

 Which agencies are granted access  How information is disclosed    
 How information is handled    
 Recipients of information become Data Controllers of the copy disclosed    

    

   Are these procedures made public?     Yes  No    
    

   Are there auditing mechanisms?     Yes  No    
If so, please specify what is audited (e.g., disclosure, production, accessed, handled, received, stored 
information)    

CCTV Policy, producers, map of camera locations, disclosure, production, accessed, handled, 
received, stored information.     
Audit is annually by the National Security Inspectorate (NSi).    
    
5.14 Do operating staff receive appropriate training to include the following?    
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  Legislation issues    

  Monitoring, handling, disclosing, storage, deletion of information     

 Disciplinary procedures    
  Incident procedures  Limits on system uses        
Other (please specify)    

All staff are trained and qualified in all aspects of their role    

    
5.15 Do CCTV operators receive ongoing training?    
    

   Yes     No    
    
5.16 Are there appropriate signs which inform the public when they are in an area covered by 
surveillance camera systems?    
    

   Yes     No    
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